
 

 

 

Issue in Brief:  It is time to update the State Police 
antiquated computer systems so that background 
checks required under Virginia law for people who 
hold positions of trust (e.g., work with young 
children, the elderly, or vulnerable populations) are 
more than a snapshot in time.  
 
A computer upgrade would enable the State Police to 
use Rap Back – a system that notifies authorized 
agencies when an individual who has a fingerprint 
background check on file has been arrested for or 
convicted of a barrier crime. Particularly in child care, 
Rap Back is important to ensure that the people 
working with children will not be a risk to the safety 
of those children.  
 
Child Care Safety: Why RAP Back is Needed 
 
Throughout Virginia, there are about 400,000 
children under age 6 whose parents are working.1 
The reality today is that parents depend on child care 
in order to go to work. There are nearly 41,000 
individuals working in child care.2  While these 
individuals are required to have a fingerprint 
background check, it’s only a snapshot in time (e.g., a 
background check against barrier crimes under state 
law at the time that the background check was 
processed). 

Current Problems Identified by State Police 
 
The Department of State Police processes almost 
500,000 noncriminal justice background checks 
annually. Current computer tracking systems used by 
the state police are antiquated.  
 
In October of 2018, pursuant to SB 716, the State 
Police Criminal Justice Information Services Division 
issued a report3  to the General Assembly after a 
thorough review of the State Police’s processes to 
conduct background checks. 
 
While background checks generally are matched 
against state criminal history records, the State Police 
Department also has the responsibility of 
transmitting prints electronically to the Federal 
Bureau of Investigation (FBI) where the FBI matches 

prints against the Next Generation Identification 
(NGI) system – a nationwide repository.4  
For example, federal law requires a state and federal 
background check for individuals working in child care 
to guard against the possibility that someone seeks to 
work in child care in one state while having a criminal 
record involving barrier offenses in another state5 
(e.g., a sex offender who commits an offense outside 
Virginia would not be in the Virginia criminal history 
database).  
 
Without Rap Back, any background check is a one-
time snapshot of criminal activities (e.g., barrier 
crimes identified in state law). Rap Back enables 
notification to the state police if anyone in the system 
is arrested for a barrier offense within the state or 
anywhere else in the country.  

Solutions Recommended by the State Police 

The State Police report recommends replacing the 
state’s antiquated background check tracking system 
and upgrading the state’s Automated Fingerprint 
Identification System (AFIS) to improve the 
transmission of records and processing capacity.   

This would enable the State Police to improve the 
efficiency and accuracy of their processes related to 
background checks and also return results in a much 
more timely manner (within 3 business days).  

By updating these systems , the State Police can  
implement “Rap Back” – which will allow authorized 
government agencies to receive notification of 
subsequent arrests or convictions for people who 
have undergone fingerprint checks and who hold 
positions of trust (e.g., individuals who are required 
under state law to have a fingerprint background 
check).  

Currently, 29 states offer one or more noncriminal 
justice in-state Rap Back services (e.g., individuals 
working in child care, health care workers, police, 
fire, and public safety personnel etc.).6 

What’s the Advantage of Having Rap Back Capacity? 
 
Rap Back enables notification about triggering events 
selected by the State Police (e.g., barrier crimes 
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already set in state statute).  It’s based on a 
fingerprint match, which individuals self-select 
whether to have (e.g., Some jobs require a fingerprint 
check under state statute. People can forego the 
fingerprint check and choose not to work in those 
fields that require a fingerprint check).  
 
Rap Back is Not Forever 
 
All fingerprint background checks retained in a Rap 
Back system have a start and end date.7 Rap Back 
validation is undertaken regularly so that if someone 
leaves a field where a fingerprint check had been 
required and is hired in a job where one is not 
required, the record can be deleted. There are five 
privacy risk mitigation strategies that guide Rap Back, 
which have been approved by the National Crime 
Prevention and Privacy Company Council.8 Generally, 
Rap Back is in place for a year, but it can be in place 
up to 5 years if an individual remains in a position of 
trust for that length of time.9 
 
Privacy Protections 
When individuals have their fingerprints taken for 
non-criminal justice purposes (e.g. for employment 
purposes in a position of trust), increasingly live scan 
is used (e.g., Fieldprint is under a state contract to 
provide noncriminal justice Live Scan fingerprint 
checks at locations no more than 35 miles of every 
resident in Virginia).10 
 
A Privacy Act Statement from the FBI can be used to 
ensure that all applicants for fingerprints know that 
their prints will be retained and used in searches 
against state and FBI records. The statement also 
explains the duration of the retention of the 
fingerprint records and is validated periodically (a 

check to see if the individual still holds the position of 
trust or not, in which case the record will be 
deleted).11 
 
Only those agencies authorized by federal statute, 
federal executive order, or state statute have access 
to Rap Back information. Federal and state audits are 
performed to ensure compliance.12 The dissemination 
of criminal history record information is protected 
under state and federal law.13 
 
State Police Cost Estimate 
 
The State Police report estimates that replacing the 
outdated system that tracks fingerprints will cost 
about $3 million to replace. Upgrading the 
Department’s Automated Fingerprint Identification 
System (AFIS) will cost an additional $3.6 million.  
Both are necessary to track records, improve 
processing capacity, and upgrade transmission ability 
to the FBI. The report also states that about $3.5 
million annually is collected in background check fees 
by those who have their prints taken.14   
 
Child Care Aware of Virginia and the Virginia Child 
Care Association recommend: 

✓ Funding an upgrade to the State Police computer 
systems to enable Rap Back so that the results of 
a fingerprint background check are not a 
snapshot in time. 

Parents expect that a background check promotes 
the safety of children. Child care providers need to 
know that the people they hire are not a risk to 
children. The safety of children and vulnerable 
populations can be protected by Rap Back.  
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